
SAKARYA UNIVERSITY JOURNAL OF COMPUTER AND
INFORMATION SCIENCES

Publisher : Sakarya University

Vol. 9, No. Special Issue, 634-649, 2026
DOI: 10.35377/saucis..1671167

Cite as: T. O. Özçelik and S. N. Turhan, “IoT generated real-time big data analytics: A systematic literature review,” Sakarya University Journal of Computer and Information Sciences, 
vol. 9, no. Special Issue, pp. 634-649, 2026. doi: 10.35377/saucis...1671167

This work is licensed under Creative Commons Attribution-NonCommercial 4.0 International License

e-ISSN: 2636-8129

http://saucis.sakarya.edu.tr/

REVIEW

ABSTRACT

The Internet of Things (IoT) is a communication paradigm and a network of interconnected heterogeneous 
devices. It generates large-scale, fast-changing, and differently formatted data, a phenomenon referred to as 
Big Data, which has become widely used with the rapid growth of IoT applications, especially since the end 
of the first decade of the 2000s. A critical characteristic of this data is its real-time nature, which—coupled 
with its volume, velocity, and variety—demands advanced real-time analytics to extract value. While existing 
reviews have explored the broader intersection of IoT and Big Data Analytics, this paper provides a systematic, 
PRISMA-guided review focusing specifically on real-time analytics in IoT devices. By restricting the scope to 
real-time streaming data, the study provides a detailed synthesis that complements existing broader surveys. 
Applying the PRISMA methodology, we selected and analyzed 33 relevant articles published between 2018 
and 2024. Our analysis reveals that scalable architectures are crucial for real-time Big Data analytics and that 
integrating machine learning techniques is fundamental to enabling intelligent decision-making. The study also 
underscores the necessity of appropriate data processing tools. The primary challenge in this area is minimizing 
latency, followed by data heterogeneity, scalability, and resource constraints. Furthermore, the survey identifies 
the critical role of real-time analytics in areas such as healthcare and smart cities. It discusses integrating fog and 
edge computing into future architectures to address latency and resource constraints.

Keywords: Internet of Things (IoT), real-time big data analytics, systematic literature review, Big data infra-
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1. Introduction
The Internet of Things (IoT) is a model of information technology that has grown significantly over the last decade 
and continues to evolve. The IoT, which has revolutionized information and communication technologies, is a large, 
dynamic global network infrastructure that enables self-configuring, intelligent, and interconnected devices and sensors to 
interact with people. This infrastructure comprises sensors/devices, protocols and gateways, cloud platforms, data storage 
solutions, and security mechanisms [1]. It enables the identification, control, and monitoring of any objects on Earth via 
the Internet, based on a specific agreement protocol and through the interconnection of physical and virtual things, to 
achieve interoperability of information and communication technologies [2]. 

As IoT becomes widespread and devices proliferate, huge amounts of data are generated. This data is not only large in 
volume but also exhibits high rates of change, variety, and variability, as well as value characteristics. Moreover, the 
primary objective of the IoT is to facilitate the sharing of real-time information through autonomous networked actors 
[3]. As a result, the data produced by IoT systems can be considered big data. Big data technologies represent a new 
wave of distributed systems and tools that enable cost-effective, scalable data analytics. These technologies enable the 
extraction of insights from data with complex attributes such as volume, velocity, variety, variability, accuracy, and value. 
Furthermore, these technologies can perform next-generation analytics on both batch and streaming data [4]. 

Conventional data processing systems are unable to effectively collect, process, manage, and interpret data using 
traditional mechanisms. Consequently, there is a pressing need for a scalable architecture or framework that can support 
real-time data acquisition, storage, management, and analysis [5]. A significant obstacle to implementing IoT in real-
world, complex settings is analyzing heterogeneous datasets comprising a vast array of knowledge [6]. 

The term “real-time analytics in big data” refers to the processing and analysis of streaming data as it is received. This 
facilitates expeditious decision-making and the generation of insights [7]. The primary challenge associated with real-
time analytics is latency [8]. Therefore, infrastructure designed for real-time analysis has its own data stream processing 
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architecture [9]. In addition, artificial intelligence and machine learning methods enhance real-time analysis and play an 
important role in improving results [10]. 

Real-time analytics of big data generated by IoT devices is a rapidly developing research area that leverages the 
aforementioned Big Data analytics techniques to deliver real-time insights and support decision-making [11]. Real-time 
analysis of big data generated by the IoT requires applying machine learning (ML) techniques and developing a robust 
infrastructure to handle the high speed and complexity of the data effectively. Additionally, optimization of latency and 
throughput is extremely important for real-time analysis. The integration of fog and/or edge computing with scalable big 
data tools can effectively address the latency, resource management, and data quality challenges that may arise in real-
time analysis [12]. 

The literature includes several surveys on IoT and Big Data Analytics in general; however, a scope-delimited, 
PRISMA-guided synthesis concentrating exclusively on streaming data and its real-time analysis within IoT remains 
underrepresented. This study addresses that gap by restricting the focus to real-time streaming pipelines, toolchains, and 
latency-critical design choices. Acknowledging the saturation of the broader field, we deliberately narrow our lens to real-
time streams, where architectural and methodological trade-offs (e.g., latency vs. throughput) are most acute. The main 
contributions of this paper are:

1.	 Scope-specific synthesis of methods for real-time big data analytics generated by IoT devices,

2.	 Identifying the preferred streaming technologies and deployment patterns to be used for real-time big data analytics 
generated by IoT devices,

3.	 Investigating the challenges, issues, and future work in real-time big data analytics generated by IoT devices.

2. Research Methodology
The primary objective of this study is to investigate the potential of big data analytics architectures in processing real-
time data generated by IoT devices. A systematic review of the extant academic literature was undertaken to gain a 
comprehensive understanding of this subject. The systematic review (SR) was conducted according to the PRISMA 
guidelines [13]. Following this methodology, our study was divided into two principal sections. First, the research 
questions about IoT-generated real-time data were defined. For the second part of the work, the selection phase, keywords 
and search queries were identified for searches that would yield satisfactory answers to the aforementioned research 
questions. The results of these queries were then optimized, and the articles with potential inclusion in the study were 
selected. The following sections describe the details of this process.

2.1. Research Questions
In this paper, we seek to address the following key research questions (RQs) to understand the intersection of Big Data 
Analytics and the IoT, particularly in the context of real-time streaming data, including objectives, challenges, and the 
tools used. 

•	 RQ1: What is the role of Big Data Analytics in real-time/streaming IoT pipelines? Section 3 discusses this question. 

•	 RQ2: What are the objectives and significance of applying Big Data Analytics under real-time constraints (latency)? 
Section 4 answers this question. 

•	 RQ3: What are the specific challenges of applying Big Data Analytics to real-time data generated by IoT devices? 
Section 5 identifies the challenges.

•	 RQ4: What are the technologies and tools used for streaming data processing in IoT? Section 6 lists the materials used 
in Big Data Analytics applications on real-time data generated by IoT devices.

2.2. Article Selection Process
The study employs a systematic literature review, guided by the PRISMA (Preferred Reporting Items for Systematic 
Reviews and Meta-Analyses) methodology [13], to investigate scientific publications on real-time data analytics for 
IoT devices. The PRISMA methodology outlines the information flow in the systematic review process in a transparent 
manner, providing a standardized framework—comprising a 27-item checklist and a four-phase flow diagram—to ensure 
transparency, reproducibility, and methodological integrity. The PRISMA flow diagram (Figure 1) illustrates the entire 
selection process.
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Figure 1. Article selection process according to PRISMA [33] methodology

A comprehensive, keyword-based search was conducted during the PRISMA identification phase across seven leading 
electronic databases to ensure broad coverage of the relevant literature: Google Scholar, Elsevier, ACM Digital Library, 
IEEE Xplore, MDPI, SpringerLink, and ScienceDirect. The following search queries (SQs) were used to identify potential 
studies:

•	 SQ1: “IoT big data stream” OR “Internet of Things big data stream.”

•	 SQ2: “Big data stream in IoT” OR “Big data stream in the Internet of Things.”

•	 SQ3: “Data stream management in IoT” OR “Data stream management in the Internet of Things.”

•	 SQ4: “Challenges of real-time big data analysis generated by IoT.”

•	 SQ5: “Big data stream analytics in IoT” OR “Big data stream analytics in the Internet of Things.”

This initial search, conducted between 2018 and 2024, yielded 792 records. In the screening stage, the titles and abstracts 
of the retrieved records are reviewed, and unsuitable records are excluded. The number of excluded studies is documented. 
The eligibility verification involved a detailed, full-text evaluation using a two-stage filtering process (detailed in Table 1). 
First, the inclusion criteria were applied. Accordingly, articles to be kept in the study were determined to be:

•	 written in English and

•	 original research rather than a survey study. 

Following that, studies that passed this initial screen were further assessed for substantive relevance, requiring that they 
address at least three predefined research questions to be included in the review. In the final stage, 33 articles were 
included in the detailed analysis and synthesis stage (see Figure 2). 

Table 1. Inclusion and Exclusion Criteria

Criterion 
Type Criterion Reason for Determination

Inclusion Published between 2018 and 
2024

Ensures the inclusion of contemporary studies that reflect the latest 
developments, architectures, and frameworks in IoT-based big data stream 
analytics.

Inclusion Written in English Provides linguistic consistency and enables accurate interpretation of 
domain-specific terminology

Inclusion
Focused on original research 
(not survey or review 
papers)

Prioritizes empirical studies contributing new methods, architectures, or 
case studies over secondary syntheses.

Exclusion Published before 2018 Older studies may not reflect the rapid technological evolution in IoT data 
stream architectures and analytics.

Exclusion Non-English publications Language limitations may hinder accurate assessment and comparability 
of results.

Exclusion
Review papers, editorials, 
posters, or short 
communications

Excludes non-empirical works that do not present original research 
findings

Exclusion
Duplicate publications or 
preprints of already printed 
publications

Prevents redundancy and ensures unique, peer-reviewed contributions are 
evaluated.
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The entire article selection process is illustrated in Figure 1. It should be emphasized that the concepts of “article” and 
“study” may not correspond one-to-one, as an article may report on multiple studies, or the findings of a single study 
may be published in multiple articles. With this systematic literature review, we aim to evaluate current research trends, 
methodological approaches, and key challenges encountered in the analytics of real-time big data generated by IoT 
devices within a comprehensive framework.

Figure 2. The number of articles per search database

3. Big Data Analytics in IoT
Big Data Analytics (BDA) plays a crucial role in the IoT by enabling both real-time and batch processing of vast amounts 
of unstructured data generated by connected devices. This dual capability enables effective data management, real-time 
insights, and comprehensive analysis, thereby optimizing operations across interconnected IoT systems. By leveraging 
the vast data generated, BDA enhances decision-making and drives efficient functioning across the IoT ecosystem [14, 
15]. The integration of BDA with IoT is particularly valuable in applications such as healthcare and smart environments, 
where timely insights and informed decision-making are critical. Real-time analytics enable the swift processing of data 
streams from IoT devices, which is essential for applications like healthcare monitoring, where timely interventions can 
be lifesaving [16]. Batch processing, on the other hand, allows for the analysis of historical data to inform predictive 
models and improve system performance over time [16]. Regardless of the field of activity, the most important task of big 
data architecture in a built IoT ecosystem is to provide processing and management of the heterogeneous data collected. 
Data collection, processing, and storage are enabled by the big data architecture incorporated into the Internet of Things 
ecosystem. The scalability and timeliness of the data are also considered [17]. Thanks to the analytics applied to this 
collected data, much more informed decisions can be made at the operational level. It also helps to increase operational 
efficiency by optimizing business processes, using resources more effectively, and reducing waste [18]. The BDA has the 
potential to offer benefits at both the operational level and network communication level within the IoT ecosystem [19]. 
The integration of Big Data Analytics with network technologies, such as 5G, enables the identification of underutilized 
resources and the optimization of their allocation. Furthermore, it reduces the time required for data to traverse the IoT 
network, thereby preventing latency. The use of predictive big data processing enables the prediction of potential network 
congestion and other issues, allowing for intervention before they occur. This proactive approach ensures network stability 
and efficiency while enabling timely interventions [20]. In addition, it facilitates the optimization of resource utilization 
and scalability. As the number of connected devices in IoT networks continues to grow, big data analytics will provide 
scalable solutions for managing and processing the increasing volume of data. In this manner, it facilitates the processing 
of a greater number of devices by the IoT network without compromising its own performance. The application of 
Big Data Analytics to the IoT network serves to enhance it in several ways, including the optimization of resource 
allocation, the reduction of latency, the proactive management of problems, the improvement of the user experience, the 
provision of data-driven insights, the assurance of cost-effectiveness, the facilitation of scalability, and the automation 
of processes. These contributions collectively help create a more reliable, efficient, and user-friendly IoT network [21]. 
On the other hand, big data systems significantly improve data quality across the network by ensuring that data collected 
by IoT devices is accurate, complete, and timely [22]. The quality of the data is reflected in the accuracy and reliability 
of the insights derived from it. Moreover, the incorporation of big data analytics into IoT systems will facilitate the 
establishment of a dynamic structure that can adapt more readily to evolving data environments. In this manner, they will 
be able to respond more effectively to the difficulties encountered in processing the voluminous data generated by IoT 
devices [23]. Furthermore, the data to be produced will be of superior quality. BDA provides a distinctive framework for 
each IoT network, enabling the optimization of data quality and streamlining data management. This offers a significant 
value proposition, particularly for applications that rely on real-time data processing within the IoT network [24]. Another 
important impact of Big Data Analytics on IoT is the capability for real-time data processing, which is also the subject 
of our study. With the combination of IoT and Big Data architecture, real-time processing of large-scale streaming 
data has been achieved, enabling the development of applications with real-time response capabilities in various areas, 
including health, transportation, environment, and disaster management [25]. Platforms built with this duo efficiently 
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handle dynamic context changes and frequent data updates, providing appropriate solutions to meet the current needs 
and activities of applications. Big data architecture also provides benefits such as lower transmission costs and advanced 
real-time data compression for processing high-volume, real-world data sets generated by IoT devices [26]. By combining 
this duo with edge and cloud computing, it is possible to improve scalability, decision-making capabilities, and data 
privacy in real-time data processing [27]. Although the integration of big data with IoT technologies offers significant 
opportunities, it also brings some challenges. These challenges include ensuring data consistency, data heterogeneity and 
integration, and privacy and security issues. The large amount of data generated by IoT devices requires scalable solutions 
for storage and processing. In addition to the volume and velocity of data, the heterogeneity of data types generated by IoT 
devices is also a challenge in developing these solutions [28]. Although this challenge has been addressed to some extent 
by the development of cloud technologies and the new services offered by service providers, many problems remain, 
especially in data integration [29]. There is still a lack of robust data fusion and standardization techniques in the field. 
This makes it difficult to ensure data consistency, thereby hindering the derivation of meaningful insights [30]. There are 
also significant privacy and security issues due to the volume, speed, and sensitivity of the data. Depending on their use 
cases, sensors or IoT devices often collect data, some of which is personal and some of which is critical, such as location, 
health measurements, and industrial operations. Malicious users can intercept this data. As real-time processing requires 
very fast data transmission across networks, the risk of breach increases, and the attack surface grows. Many sensors 
and IoT devices currently used in existing systems lack security mechanisms, such as authentication and encryption 
[31]. Any sensitive information can be exposed during analytics, and privacy may not be ensured due to insufficient 
anonymization. Each of these issues needs to be addressed with scalable security solutions that do not disrupt or delay the 
network. Resilient IoT ecosystems can be built through end-to-end encryption, strict access controls, innovative security 
architectures that meet privacy regulations, and collaboration among stakeholders [32]. To fully leverage the potential of 
IoT and Big Data, it is essential to develop an architecture that addresses these challenges.

4. Objective and Significance
Syafrudin et al. [33] explore an IoT-driven system integrating sensors, big data analytics, and machine learning to 
enable real-time monitoring within the automotive manufacturing sector. The system collects real-time temperature, 
humidity, accelerometer, and gyroscope measurements from the production line. The study aims to detect faults on the 
manufacturing line. The research highlights the significance of IoT-based sensors and a hybrid prediction model in 
improving production efficiency and minimizing the risk of unexpected failures and losses. Another innovative 
approach involves designing an IoT architecture built for real-time disease prediction using machine learning [34]. 
This method leverages distributed big data processing to analyse health data from sensors and wearable devices, 
implementing a modified Decision Tree method with Kafka and Spark Streaming to handle the continuous flow of data, 
enabling early detection of potential health risks and outperforming traditional tools like Weka. Mishra et al. [35] adopt 
a practical approach to creating smarter, more energy-efficient workspaces using IoT technology. Their goal is to 
discover ways to reduce energy use in workplaces while also promoting sustainability. By using different sensors and 
leveraging real-time data analysis, they track and manage energy consumption across devices in dynamic office 
environments. This way, they help organizations reduce energy use, leading to a greener, more efficient workplace for 
everyone. In the realm of smart cities, a study evaluates distributed stream processing frameworks tailored for IoT, 
specifically Apache Storm, Apache Spark, and Apache Flink, assessing their scalability, latency, and resource efficiency 
[36]. The findings reveal that while Apache Storm and Apache Flink perform similarly, Apache Spark Streaming 
exhibits higher latency yet delivers greater throughput.  Sirisakdiwan and Nupairoj [37] introduce a real-time analytics 
framework based on Apache Spark Streaming to efficiently process multiple heterogeneous data streams within a 
single Spark application. This approach minimizes deployment challenges, reduces coding redundancy, simplifies 
monitoring, and addresses the inefficiencies associated with job queueing in multi-stream applications. Tu et al. [38] 
developed a distributed medical big data platform that leverages Apache Kafka and Spark to manage and analyze large 
volumes of healthcare data efficiently. The architecture fosters scalable processing of complex medical datasets, 
enabling real-time analytics and improving decision-making within healthcare systems. By leveraging Spark’s 
distributed computing capabilities, the platform adeptly manages the diverse, extensive datasets commonly found in 
medical contexts, marking a significant advancement in healthcare analytics. Besides, the architecture integrating 
Spark, Kafka, and HDFS effectively supports both real-time streaming processing and on-demand analysis for medical 
data. Akanbi and Masinde [39] propose a distributed stream processing framework for real-time monitoring of 
environmental data. This framework addresses the complexities of handling data from multiple heterogeneous sources, 
including sensors and legacy systems, using Apache Kafka for efficient stream processing. Its focus on providing real-
time analytics for environmental monitoring makes it relevant for applications like early warning systems in ecological 
and urban contexts. Building on this, Akanbi [40] further explores a distributed middleware to create a cohesive 
framework that seamlessly integrates diverse data sources, from legacy systems to cutting-edge sensor networks, into 
a unified platform, enabling low-latency predictive modelling on continuous data streams. The compelling aspect of 
this approach lies in its capacity to effectively manage continuous streams of environmental data, enabling the 
generation of timely insights and predictions through predictive modelling. It thus represents a significant advancement 
over traditional batch processing methods, which are often unable to keep pace with the velocity of real-time data. 
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Investigating the role of LoRa-based IoT networks, Fernandez et al. [41] provide insight into their effectiveness in 
facilitating real-time big data analytics within smart cities. They focus on how low-power wide-area networks can 
gather and process data from various urban sources, ultimately enabling effective decision-making in city management. 
By utilizing big data analytics, their system aims to improve smart city infrastructure, making it more efficient and 
responsive to the various challenges people face in urban living. Hassan et al. [42] discuss a real-time healthcare 
monitoring system that employs online machine learning (streaming linear regression) and Spark Streaming to manage 
the massive data flows from IoT healthcare devices. They evaluate their monitoring system on the diabetes, heart 
disease, and breast cancer datasets and verify that it operates accurately and online with small window sizes. Lehmann 
et al. [43] argue that an end-to-end big data management pipeline can be designed to enhance intelligent maintenance 
in industrial settings. Their focus is on integrating various data sources and on tackling challenges such as handling 
complex queries. The study also compares the performance of machine learning and traditional statistical methods on 
fault detection, specifically in monitoring laser-cutting machines. In the realm of agriculture, Roukh et al. [44] propose 
a lambda architecture that adeptly manages large volumes of agricultural data through both batch and real-time 
processing. By tackling the challenges of managing large amounts of heterogeneous agricultural data, their work 
supports sustainable farming and better resource management, intending to boost crop yields through data-driven 
methods. Another key contribution is made by Jamil et al. [10], who introduce a decision-making model for real-time 
IoT data analysis that leverages big data technologies and machine learning algorithms. Specifically, this model 
addresses the challenges of processing large, real-time data streams in IoT environments and is evaluated on weather 
station data. The study optimizes data analysis by combining machine learning with big-data processing frameworks 
to deliver intelligent, real-time responses in IoT systems. Cakir et al. [45] discuss the need for low-cost, effective big 
data analytics in the manufacturing sector to enable real-time processing and informed decision-making. They introduce 
DataCone, a platform designed to boost efficiency in data handling, storage, and analysis for large operations. This is 
particularly crucial for industries seeking to accelerate their digital transformation and harness machine learning for 
smarter decision-making and innovative business models. Dimitriadis et al. [46] gather heterogeneous (sensors and 
electronic health records) and multimodal data streams, analyse them both in batch and in real time using complex 
event processing (CEP), statistical and machine learning models, and monitor the quality of life of cancer patients 
individually and collaboratively during and after their treatment. The proposed model is scalable, fault-tolerant, and 
efficiently processes high-volume streaming data in real-time using both edge and cloud resources. Ebada et al. [47] 
present a scalable, real-time recommendation system that monitors patients’ quality of life and alerts healthcare 
providers to potential health risks by leveraging medical big data. To enhance accuracy, the system incorporates 
streaming data from wearable medical devices, historical patient data for profiling, and a comprehensive knowledge 
database. The work of Mehmood and Anees [48] addresses the ingestion and transformation of unstructured data 
streams through a distributed real-time ETL architecture using a stream-disk join operator. They introduce a new data 
pipeline to address some issues faced in real-time data processing, such as stream data loss, unmatched streams, and 
disk overhead in a distributed environment. Using Apache Kafka and Spark Structured Streaming with the stream-disk 
join operator, the system efficiently manages large data streams, enhancing the throughput essential for real-time 
analytics in various fields in a scalable manner. Oğur et al. [49] present a real-time analytical architecture for big data 
generated by IoT devices in smart healthcare to diagnose Wolff-Parkinson-White syndrome, using Radio Frequency 
Identification (RFID) and Wireless Sensor Networks (WSN). The architecture can operate on large amounts of data 
with high accuracy. Rahman and Das [50] introduce RTID, a framework for IoT networks that uses micro-batches to 
minimize delays and improve scalability while ensuring secure data transmission. Alencar et al. [51] present an efficient 
framework to analyse dynamic data streams generated by IoT devices in fog computing. They significantly reduce data 
transmission and processing volume while maintaining high prediction accuracy by using wavelet transform, concept 
drift detection, and LSTM. In another approach, Ed-daoudy et al. [52] introduce a scalable system for real-time disease 
prediction using big data technologies. By integrating tools such as Apache Kafka, Apache Spark, and Apache 
Cassandra, the system processes health-related tweets from Twitter to predict health statuses in real time. They discover 
that Apache Spark enhances the analytics system by improving performance, execution speed, and development 
efficiency while reducing program complexity. El Aissi et al. [53] propose a real-time monitoring system for smart 
farming. To achieve this objective, they adopt the data lake concept and the Lambda architecture. This system efficiently 
analyses agricultural data to predict crop yields, providing a scalable, high-performance solution for smart farming. It 
successfully processes near-real-time data streams with a small, consistent execution time, while separately managing 
the considerable, increasing processing time required for historical batch jobs. This aids better decision-making in 
farming operations. Fernandez-Gomez et al. [54] gather continuous-time series information from IoT sensors, networks, 
and devices, and process it using Apache Spark Streaming for real-time analysis. The framework effectively forecasts 
streaming variables with a low MAPE and scales linearly with the batch size, demonstrating stable performance as 
more data is incrementally learned. Herrera Castro et al. [55] develop and demonstrate an architecture for real-time 
data stream processing using Apache Kafka and Flink, utilizing data generated from a weather station prototype. This 
framework efficiently handles large volumes of data from sensors and weather stations, enabling timely weather 
analysis and forecasts, which are crucial for disaster management. Jiao et al. [56] present a distributed, real-time data 
synchronization and processing technology for energy data, implemented using Apache Flink. The implementation of 
Apache Flink provides successful real-time data processing, enhanced horizontal scalability, improved resource 
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efficiency and calculation capacity, and reduced data cycling risk. Khettabi et al. [57] introduce a novel approach to 
managing continuous IoT data streams within a fog-cloud architecture. This study enhances data and energy retrieval 
efficiency, making it a valuable contribution to optimizing data management in these environments by using the 
Coefficient of Variation (CV) for cluster similarity assessment. Nuthalatapi et al. [58] explore and develop a scalable 
data lake architecture that is integrated with advanced deep learning techniques, specifically aimed at managing and 
analysing large volumes of IoT data. By integrating deep learning models into a scalable data lake framework, the 
study shows that organizations can not only handle larger datasets more effectively but also derive more accurate 
insights. Sadeghi-Nasab et al. [59] introduced a framework that merges Apache Flink with clustering techniques to 
analyse and anonymize large streams of IoT data. This approach focuses on processing and classifying data in real 
time, boosting the performance of IoT systems, especially in critical areas such as urban settings and industrial 
applications, while minimizing data delays and ensuring anonymity. Zang and You [60] present a smart healthcare 
system that integrates IoT, big data, and machine learning. This system enhances healthcare services by enabling early 
disease detection and personalized treatment, particularly in industrial settings, and demonstrates parallel data 
processing for efficient real-time big data analysis. Recently, Cai et al. [61] presented a framework, SPSC, that leverages 
serverless computing on Amazon Web Services (AWS) to more efficiently manage industrial big data. This framework 
enhances scalability and flexibility, enabling data processing without dedicated servers. It offers a cost-effective 
solution for real-time data analysis in industrial applications. Furthermore, the SPSC framework achieves high 
throughput and efficiency in stream computing through task and data parallelism and outperforms Alibaba’s Flink at a 
similar cost. Seydali et al. [62] propose a hybrid deep learning and big data framework for real-time network traffic 
classification, with a specific focus on encrypted traffic, to enhance network management, quality of service (QoS), and 
cybersecurity. The primary objective is to develop and evaluate a scalable, distributed system that addresses a key 
challenge: the high computational cost and processing demands of accurately classifying high-volume, encrypted 
streams in real-time. The significance of this work lies in its exploration of the practical trade-offs among classification 
effectiveness (accuracy), model execution time, and resource utilization, moving beyond traditional offline analysis to 
test feasibility in a real-world, streaming scenario. Iancu et al. [63] present a real-time IoT architecture for monitoring 
water quality and detecting anomalies in a city’s water distribution network, efficiently processing sensor data in near 
real-time and achieving a near-linear speedup through proper parallelization with Apache Storm and LISA indicators. 
Kumar et al. [64] propose a real-time rule-based complex event processing system for monitoring and predicting smart 
building operations, aiming to enhance occupant comfort and safety. The system utilizes CEP and SPARQL queries to 
reliably and accurately process live event streams.

Table 2 provides a systematic overview of the reviewed literature by summarizing the application areas, data characteristics, 
analytical methods, real-time processing frameworks, key findings, and identified challenges of all 33 included studies.

Table 2. Summary of reviewed literature: Application domains, analytical methods, tools, and challenges.

Application 
Domain

Study's 
Reference 

ID

Main Objective / 
Use Case

Data Type & 
Source

Analytical 
Techniques / 
Algorithms

Real-Time 
Framework 
/ Tools

Key Findings Identified 
Challenges

Weather 
monitoring and 
prediction

[10]
A decision-making 
model for real-time 
IoT data analysis.

Heterogeneous 
sensor data from 
IoT weather 
stations, including 
temperature and 
rain probability, is 
published in JSON 
format via Kafka.

Logistic Regression 
within Apache 
Spark’s MLlib.

Apache Kafka 
and Spark

Combining ML with big data 
frameworks for intelligent, real-
time responses optimizes data 
analysis.

Substantial 
resource demands 
of managing 
heterogeneous data.

Fault detection 
on the 
production line 
in automotive 
manufacturing.

[33]

A hybrid real-time 
prediction model 
and web-based 
monitoring for 
fault detection in 
the assembly line 
process.

Multi-sensor data 
(temperature, 
humidity, 
accelerometer, 
gyroscope)

DBSCAN-based 
outlier detection 
and Random Forest 
classification

Apache Kafka 
and Storm

Improved production efficiency 
and minimized unexpected 
failures.

High data volume, 
the unstructured 
nature of IoT 
sensor data, and the 
scalability issues in 
real-time automotive 
manufacturing 
monitoring.

Disease 
prediction and 
early health risk 
detection

[34]

Real-time health 
status prediction 
system for various 
diseases using IoT 
data and distributed 
machine learning.

Streaming health 
data from diverse 
IoT sources, 
including wearable 
medical devices and 
simulated patient 
attributes for diabetes 
and heart disease

Decision Tree Apache Kafka 
and Spark 

Using Spark Streaming with 
distributed machine learning 
outperforms traditional tools like 
Weka while maintaining high 
prediction accuracy.

Resource limitations 
in real-time disease 
prediction models 
for handling the 
high volume, 
velocity, and variety 
of healthcare data.

Smart working 
environment for 
user comfort and 
energy savings

[35]

Reducing energy 
consumption in 
workplaces for real-
time sustainability.

Sensor data from 
the indoor and 
outdoor environment, 
including 
temperature, 
humidity, and 
occupancy from PIR 
sensors and a camera.

SVM, k-NN, and 
Linear Regression Raspberry Pi

The proposed IoT-based 
architecture, enabled by machine 
learning, results in up to 20% 
savings in electricity consumption.

Complexities of 
heterogeneous 
data in smart 
environments.
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Smart cities [36]

Evaluating the 
real-time distributed 
stream processing 
frameworks.

Heterogeneous smart 
devices data

Machine learning 
methods

Apache 
Spark, Storm, 
and Flink 
separately.

Storm and Flink offer low latency, 
while Spark Streaming has higher 
latency but greater throughput; 
their performance and scalability 
vary significantly with cluster size 
and load.

Managing low-
latency requirements 
and computational 
demands.

Anomaly 
detection 
of network 
intrusion

[37]

A Spark Structured 
Streaming 
framework that 
integrates multiple 
heterogeneous 
data streams into a 
single application to 
simplify deployment 
and resource 
scheduling.

Heterogeneous 
IoT sensor data, 
specifically using 
the KDD Cup 1999 
dataset for network 
intrusion detection, is 
used to simulate the 
streams.

SARIMA anomaly 
detection Apache Spark

The approach minimizes 
deployment challenges, reduces 
coding redundancy, simplifies 
monitoring, and addresses the 
inefficiencies associated with 
job queueing in multi-stream 
applications.

Data heterogeneity

Healthcare 
monitoring [38]

A distributed 
medical big data 
platform based on 
Spark for health data 
digitalization, real-
time monitoring, and 
analysis.

Heterogeneous 
medical data, 
including real-time 
streams from vital 
sign monitors and 
batch data from 
traditional hospital 
systems like DICOM 
images.

Anomaly detection 
for patient 
monitoring, data 
mining, and graph 
processing

Apache Kafka 
and Spark

An architecture integrating Spark, 
Kafka, and HDFS can effectively 
support both real-time streaming 
processing and on-demand analysis 
for medical data.

Latency for critical 
alerts.

Environmental 
monitoring and 
management.

[39]
Real-time integration 
of heterogeneous 
sensor data 

Heterogeneous 
environmental data

Complex event 
processing (CEP) 
and real-time 
stream analytics via 
Apache Kafka and 
KSQL

Apache Kafka 
Connect Sink 
and Source 
APIs and 
Streams APIs

A unified data pipeline with 
multi-source integration for real-
time monitoring addresses data 
complexity.

Latency constraints 
in real-time 
processing of 
environmental data.

Environmental 
monitoring and 
management.

[40]

Real-time processing 
and integration 
of heterogeneous 
environmental 
data for effective 
precipitation 
monitoring and 
environmental 
decision support.

Heterogeneous 
environmental sensor 
data

Complex event 
processing (CEP) 
and real-time 
stream analytics via 
Apache Kafka and 
KSQL, applying a 
numerical model 
for effective 
precipitation 
computation as 
its core analytical 
method.

Apache 
Kafka Stream 
APIs, Kafka 
Connect 
(Source & 
Sink APIs), 
Confluent 
Control 
Center, 
Zookeeper, 
KSQL (Kafka 
SQL)

Real-time processing of 
heterogeneous environmental 
sensor data using Apache Kafka, 
achieving continuous effective 
precipitation monitoring with low-
latency analytics.

Data heterogeneity, 
high data volume, 
and real-time 
processing 
complexity in 
environmental 
monitoring systems

Smart city 
infrastructure [41]

Real-time big data 
analytics from 
LoRa-based IoT 
networks.

Sensor data 
streams measuring 
temperature and 
pressure, collected 
from a physical 
LoRaWAN network.

Linear Regression 
within Apache 
Spark Streaming 
MLlib

Apache Kafka 
and Spark 

LoRa networks are efficient for 
gathering and processing urban 
data for city management.

High data volume 
and developing 
accurate, scalable 
forecasting models.

Healthcare 
monitoring [42]

Real-time healthcare 
system for high-
speed, high-volume 
streaming data.

Wearable medical 
sensors

Linear Regression 
within Apache 
Spark Streaming 
MLlib

Apache Kafka 
and Spark

Small window sizes on massive 
data flows provide accurate online 
operations.

Latency in real-time 
health monitoring

Fault detection 
on the 
production line

[43]

Real-time fault 
detection for smart 
maintenance in 
industrial settings.

Heterogeneous 
sensor streams from 
industrial laser 
cutting machines, 
processed through 
Azure cloud services

Statistical signal 
processing methods 
and a convolutional 
neural network 
(CNN)

Apache Spark

The architecture successfully 
handles schema evolution and 
data heterogeneity in real-time 
streams without data loss, 
using a combination of schema 
monitoring, checkpointing, and 
recovery mechanisms to ensure 
resilience.

Latency and 
computational 
demand.

Smart farming 
monitoring and 
management.

[44]

Acquisition, 
processing, storing, 
and visualization of 
real-time big data in 
agriculture.

Heterogeneous 
agricultural data from 
dairy cow sensors 
and weather stations, 
including real-time 
streams and historical 
batch data

MapReduce for 
batch processing of 
historical data and 
real-time stream 
calculations with 
Apache Storm

Apache Kafka 
and Storm

Lambda architecture using Hadoop 
and Storm effectively handles the 
batch and real-time processing 
needs of agricultural data.

High volume of 
heterogeneous 
data from a variety 
of sources in 
agriculture

Smart 
manufacturing [45]

Boosting efficiency 
in data handling, 
storage, and analysis 
for real-time 
manufacturing.

Heterogeneous IoT 
sensor data from 
injection molding 
machines, PLCs, 
and ERP systems, 
transmitted via 
protocols like 
Euromap and MQTT

An autoencoder 
neural network 
for unsupervised 
anomaly detection, 
and the use of 
Spark MLlib for 
machine learning

Apache NiFi, 
Kafka, and 
Spark 

Requirement of low-cost and 
effective big data analytics for the 
manufacturing sector

High-resource 
demand 

Healthcare 
monitoring, 
specifically 
post-cancer care

[46]

Improving the 
quality of life for 
cancer patients 
during and after 
treatment through 
a scalable real-
time health data 
sensing and analysis 
platform.

Heterogeneous 
(sensors, EHRs) and 
multimodal data 
streams.

Complex Event 
Processing (CEP), 
outlier detection 
(e.g., MCOD), 
trend analysis, 
correlation 
detection, and 
Neural Network

Apache Kafka 
and Flink

The proposed DIRAP model 
is scalable, fault-tolerant, and 
efficiently processes high-volume, 
real-time streaming data using both 
edge and cloud resources.

Privacy concerns 
collaborative 
healthcare. 
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Healthcare 
monitoring and 
alerting

[47]

Real-time health 
status prediction 
system using 
Apache Spark on 
streaming medical 
data for early disease 
detection and alerts.

Heterogeneous 
streaming data 
from wearable 
sensors, historical 
patient data, and a 
knowledge database.

Machine learning 
algorithms, 
including multiclass 
neural networks, 
multiclass random 
forests, and 
clustering for 
classification and 
prediction

Apache Spark 
Incorporating streaming data 
and historical profiles increases 
accuracy.

Latency issues in 
predictive healthcare 
models

No specific 
application 
mentioned.

[48]

Distributed real-time 
ETL architecture for 
unstructured big data 
using stream-disk 
join operator.

Unstructured data 
streams

Stream Generator 
and Stream-Disk 
Join and Loading

Apache Kafka 
and Spark

The stream-disk join operator 
is highly scalable, efficiently 
processing an increased number 
of joined rows per second as the 
dataset size grows exponentially.

Scalability demands 
in real-time ETL 
systems.

Wolff-
Parkinson-White 
syndrome 
diagnosis in 
smart healthcare

[49]
Real-time IoT data 
analytics architecture 
for smart healthcare

Patient ECG data 
(QRS and PR 
intervals) and 
identification 
information 
collected from 
Radio Frequency 
Identification (RFID) 
wristbands and 
Wireless Sensor 
Networks (WSN)

Logistic Regression 
with Apache Spark 
MLlib

Apache Kafka 
and Spark

The proposed architecture achieves 
95% accuracy in real-time disease 
diagnosis using logistic regression 
and can efficiently handle varying 
data loads with high-performance 
analytics tools.

Difficulties 
in handling 
heterogeneous 
healthcare data from 
RFID and WSN 
sources

Smart lighting [50]

Processing real-
time IoT data with 
minimal delays and 
secure transmission.

Time-series sensor 
data

SQL operations and 
a custom actuation 
algorithm

Apache Spark

The RTID framework effectively 
processes real-time IoT data using 
Apache Spark and ensures secure 
communication via RESTful API 
and OAuth 2.0.

Infrastructure 
challenges in scaling 
for peak data loads.

Environmental 
monitoring and 
management.

[51]

Fog-DeepStream 
approach to 
efficiently analyze 
real-time IoT data 
streams in Fog 
Computing

Time-series 
sensor data (e.g., 
temperature, 
humidity, light)

LSTM networks, 
Wavelet Transform 
for signal 
compression, 
and Concept 
Drift algorithms 
(CUSUM, Page-
Hinkley, EWMA) 
for change 
detection

Fog-Cloud

The Fog-DeepStream model 
significantly reduces data 
transmission and processing 
volume while maintaining high 
prediction accuracy by leveraging 
wavelet transforms, concept drift 
detection, and LSTM.

Complexity 
of scaling fog 
computing 
frameworks for 
detecting concept 
drift.

Healthcare [52]
Real-time disease 
prediction using 
social media data.

Health-related tweets 
from Twitter.

Machine learning 
models using 
Spark MLlib and 
Relief for feature 
selection.

Apache 
Kafka, Spark, 
NoSQL 
Cassandra

Spark enhanced the analytics 
system by improving performance, 
execution speed, and development 
efficiency while reducing program 
complexity.

Scalability and 
high throughput in 
real-time disease 
prediction models.

Smart farming 
monitoring and 
management

[53]

A lambda-based 
architecture to 
manage smart 
farming data for 
batch and real-time 
processing.

Sensor-generated 
time-series data (e.g., 
temperature, pH, 
dissolved oxygen) 
from IoT devices in 
agricultural settings, 
such as fish farms.

Water Quality 
Index (WQI) 
calculation, 
Spark Structured 
Streaming for real-
time processing, 
and MapReduce for 
batch processing.

Apache Kafka 
and Spark

The proposed multi-zone data 
lake platform, utilizing a lambda 
architecture, provides a scalable 
and performant solution for smart 
farming by successfully processing 
near-real-time data streams with 
a small, consistent execution time 
while separately managing the 
considerable, increasing processing 
time required for historical batch 
jobs.

Integrating diverse 
data sources and 
providing a scalable, 
fault-tolerant 
architecture for both 
real-time and batch 
processing.

Environmental 
monitoring and 
management.

[54]

Apache Spark-based 
framework for 
near-real-time time 
series forecasting 
of IoT data streams, 
integrating IoT 
network design, 
data modeling, and 
incremental machine 
learning.

Environmental 
sensors (temperature, 
atmospheric 
pressure) are 
deployed across a 
university campus.

Incremental linear 
regression Apache Spark

The framework effectively 
forecasts streaming variables 
with low MAPE (e.g., 0.43% 
for pressure) and scales linearly 
with batch size, showing stable 
performance as more data is 
incrementally learned.

Latency concerns in 
using Apache Spark 
for streaming data 
forecasting.

Environmental 
monitoring 
for disaster 
management

[55]

Real-time data 
stream processing 
architecture using 
Apache Flink 
for acquiring, 
processing, storing, 
and visualizing 
meteorological 
sensor data.

Time-series 
meteorological and 
air quality sensor 
data

Real-time SQL-
based aggregation 
in Apache Flink and 
data visualization 
using Kibana

Apache Kafka 
and Flink

Integration between Kafka, Flink, 
Elasticsearch, and Kibana provides 
real-time processing, enabling live 
data visualization and aggregation.

Handling 
heterogeneous data 
formats

Smart multi-
energy systems [56]

Real-time stream 
processing for 
handling the 
massive, time-
sensitive data 
generated by 
integrated energy 
systems.

Time-series 
measurement 
data from energy 
equipment (electric, 
heat, gas, water)

Continuous SQL-
like aggregation 
and formula 
evaluation

Apache Flink

The implementation of Apache 
Flink provides successful real-
time data processing, enhanced 
horizontal scalability, improved 
resource efficiency and calculation 
capacity, and reduced data cycling 
risk.

Large batches 
of periodically 
generated equipment 
measurement data 
that require multiple 
calculations based 
on equipment 
relationships, with 
high timeliness 
requirements.
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GPS trajectories, 
human 
movement 
recognition 
(WARD), 
traffic data, and 
synthetic object 
tracking data

[57]

Real-time indexing 
and retrieval 
of massive, 
heterogeneous 
spatio-temporal data 
generated by IoT 
devices in fog-
cloud computing 
environments.

Spatio-temporal 
time-series data from 
IoT sensors

Density-based 
clustering 
(DBSCAN) for 
grouping data, 
the Coefficient of 
Variation (CV) for 
cluster similarity 
assessment, the 
BH-tree for metric 
space indexing, 
and parallel kNN 
query searches for 
evaluation

Fog-Cloud 
computing 
architecture

The CV method effectively reduces 
the number of indices, lowers 
energy consumption during index 
construction, and decreases search 
time and energy usage during 
parallel kNN queries compared to 
other indexing strategies.

Resource constraints 
in fog-cloud data 
stream indexing.

Smart home [58]

A scalable data 
lake architecture 
integrated with deep 
learning models for 
effective IoT data 
management and 
predictive analytics, 
using cloud-based 
data infrastructure.

Heterogeneous 
smart home sensor 
data from the UCI 
repository, including 
structured time-
series measurements 
of temperature, 
humidity, light, and 
motion.

Deep learning 
models 
implemented 
within a data lake 
architecture using 
Apache Spark.

Apache Kafka 
and Spark

The CNN-LSTM hybrid model, 
within a data lake architecture, 
makes remarkably accurate 
predictions to handle the massive 
flow of IoT data.

Resource constraints

Anonymization, 
privacy 
preservation

[59]

Real-time 
anonymization of 
IoT data streams 
that minimizes 
both data delay and 
information loss.

Adult and 
Environmental 
Sensor Telemetry 
(EST) datasets

A novel clustering 
method for 
anonymization

Apache Flink

The proposed framework enhances 
IoT system performance while 
minimizing delays and ensuring 
anonymity.

The goal of efficient 
anonymization is 
to ensure privacy 
without increasing 
latency.

Smart healthcare 
monitoring 
and disease 
diagnosis

[60]

An optimized 
parallel and 
distributed IIoT-
enabled smart 
healthcare system 
using machine 
learning for real-
time processing and 
disease prediction 

Heart disease 
dataset from the 
UCI repository, 
with clinical 
attributes such as 
age, cholesterol, 
and blood pressure, 
generated from IIoT 
medical sensors.

An ensemble 
machine learning 
method is 
implemented on 
Apache Spark for 
parallel processing.

Apache Spark 

The proposed ensemble-based, 
parallel, and distributed framework 
achieves high accuracy in disease 
prediction and enables efficient 
real-time big-data processing.

Resource 
constraints, privacy 
and security issues 
in high-throughput 
healthcare systems.

Smart 
manufacturing [61]

A serverless-based 
stream computing 
(SPSC) framework 
for handling 
industrial big data in 
real-time

Unbounded streams 
of industrial sensor 
data 

-
Serverless-
based stream 
computing

The SPSC framework achieves 
high throughput and efficiency in 
stream computing through task and 
data parallelism, and outperforms 
Alibaba's Flink by 10.12% at a 
similar cost.

Resource 
limitations inherent 
to serverless 
computing.

Urban 
environment 
monitoring 
for sustainable 
cities.

[62]

Real-time, 
distributed deep 
learning framework 
for classifying 
encrypted network 
traffic.

Encrypted network 
traffic is continuously 
streamed via 
Apache Kafka to 
simulate a real-time 
environment.

1D-CNN and 
Bidirectional 
Attention Gated 
Recurrent Unit (Bi-
AGRU)

Apache Kafka 
and Spark

A hybrid deep learning and big 
data approach minimizes delays 
and facilitates rapid decision-
making.

The computational 
intensity of deep 
learning models.

Water 
management 
in smart 
cities, public 
water supply 
management 
and quality 
assurance.

[63]

Real-time IoT 
architecture for 
monitoring water 
quality and detecting 
anomalies in a city's 
water distribution 
network.

Real-time sensor 
measurements for 
water quality metrics 
like Flow, pH, and 
Turbidity, generated 
by a simulated 
network of IoT 
sensors.

Local Indicators of 
Spatial Association 
(LISA) to detect 
anomalies in water 
quality sensor data.

Apache Kafka 
and Storm

Using Apache Storm and LISA 
indicators, it can efficiently process 
sensor data in near real-time and 
achieve a near-linear speedup with 
proper parallelization.

Latency concerns 
in urban water 
management 
systems

Smart building [64]

Real-time rule-based 
complex event 
processing system 
for monitoring and 
predicting smart 
building operations 
to enhance occupant 
comfort and safety.

Sensor data (e.g., 
temperature, 
humidity, CO₂, 
occupancy)

Rule-based 
Complex Event 
Processing (CEP) 
using a decision 
tree for rule 
generation and 
SPARQL query

Apache Kafka 
and Flink

The model efficiently processes 
real-time event streams with high 
accuracy, precision, and recall, 
using CEP and SPARQL queries.

Scaling smart 
building data 
processing.

5. Challenges
Applying BDA on real-time IoT data introduces numerous challenges, notably in latency, data heterogeneity, scalability, 
resource constraints, and privacy concerns (see Table 3).

Table 3. Classification of the articles based on tools and platforms.

Challenges References #Articles

Latency and Computational Demand [34, 36, 38-39, 42-43, 47, 54, 56, 62-63] 11

Data Heterogeneity [10, 35, 37, 40, 44, 49, 53, 55] 8

Scalability and High Throughput [33-34, 41, 48, 50-52, 64] 7

Resource Constraints [45, 57-58, 60-61] 5

Privacy and Security [46, 59-60] 3
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5.1. Latency and Computational Demand
Minimizing latency is crucial for IoT applications that rely on real-time data processing. Fernandez-Gomez et al. 
[54] discuss latency concerns in using Apache Spark for streaming data forecasting, while Akanbi and Masinde [39] 
emphasize the importance of managing heterogeneous environmental data while minimizing latency constraints without 
compromising data quality. In smart city frameworks, Nasiri et al. [36] highlight workload balancing across distributed 
systems as a contributor to latency. Latency is also significant in healthcare applications: Hassan et al. [42] note delays in 
real-time health monitoring, while Ebada et al. [47] discuss latency issues in predictive healthcare models. The challenge 
extends to energy data applications [56] and medical data frameworks [38]. Furthermore, latency concerns have been 
reported in predictive maintenance contexts [43] and in urban water management systems [63]. Mehdi et al. [62] refer to 
the computational demands of using deep learning in real-time stream processing.

5.2. Data Heterogeneity
IoT systems generate diverse data, complicating real-time processing. Ogur et al. [49] report difficulties handling 
heterogeneous healthcare data from RFID and WSN sources. Akanbi [40] highlights similar challenges in processing 
diverse environmental data on distributed systems, while Mishra et al. [35] address the complexities of heterogeneous 
data in smart environments. Jamil et al. [10] emphasize the substantial resource demands of managing heterogeneous 
data, and Sirisakdiwan and Nupairoj [37] cite bottlenecks encountered by Spark when processing multiple heterogeneous 
streams. Herrera Castro et al. [55] highlight the challenges of data diversity in meteorological data processing. Roukh et 
al. [44] and El Aissi et al. [53] highlight the challenge of handling data heterogeneity in a smart farming environment.

5.3. Scalability and High Throughput
Due to the high volume of data, scalability is a key requirement in real-time IoT applications. Alencar et al. [51] note 
the complexity of scaling fog computing frameworks for detecting concept drift, while Rahman and Das [50] discuss 
infrastructure challenges associated with scaling to peak data loads. Ed-daoudy and Maalmi [34] and Ed-daoudy et al. 
[52] report the resource limitations encountered in real-time disease prediction models. In managing unstructured data, 
Mehmood and Anees [48] emphasize the scalability demands in real-time ETL systems, while Fernández et al. [41] and 
Kumar et al. [64] describe challenges in scaling smart city infrastructure and smart building data processing, respectively. 
Syafrudin et al. [33] also indicate scalability issues in automotive manufacturing monitoring.

5.4. Resource Constraints
Real-time data processing in IoT often encounters limitations in computational and storage resources. Khettabi et al. [57] 
discuss constraints in fog-cloud data-stream indexing. Nuthalapati [58] highlights limitations in scalable data lakes for 
high-frequency IoT data storage and retrieval. In the context of smart healthcare applications, Ed-daoudy and Maalmi [34] 
and Cai et al. [61] address the resource limitations inherent to serverless computing, while Zang and You [60] report on 
computational demands. Manufacturing IoT systems face similar constraints, with Cakir et al. [45] citing high resource 
requirements for processing manufacturing data in real-time.

5.5. Privacy and Security
Ensuring privacy in real-time IoT data processing presents unique challenges. Sadeghi-Nasab et al. [59] emphasize the 
importance of efficient anonymization to ensure privacy without compromising latency. Privacy concerns are particularly 
pertinent in collaborative healthcare [46]. Zang and You [60] also note privacy and security issues in high-throughput 
healthcare systems.

6. Tools and Platforms
The primary tools and architectures used in big data analytics for processing streaming data generated by IoT devices 
include Apache Spark, Apache Kafka, Apache Flink, Apache Storm, Apache NiFi, and Apache Cassandra, as well as 
deployment architectures such as Fog Computing and Serverless Cloud Computing, and devices such as Raspberry Pi. 
These tools and architectures are employed individually or in combination to address the unique requirements of IoT 
data (see Table 4). Apache Spark, renowned for its scalability and ability to process high-throughput data streams, has 
been utilized in numerous studies [36, 37, 43, 47, 50, 54, 60]. Apache Kafka is frequently chosen for its robust messaging 
system and seamless integration with other streaming frameworks, enabling efficient management of IoT data flows [39, 
40]. Apache Flink has gained traction for its low-latency processing capabilities, which are essential in real-time analytics 
applications [36, 56, 59]. Another distributed real-time computation system is preferred for developing real-time data 
processing applications due to its high throughput (up to 1 million data tuples per second per node), horizontal scalability, 
and built-in fault tolerance [36]. Additionally, many studies employ hybrid architectures that combine multiple tools to 
enhance flexibility and reliability in handling continuous data streams. A prevalent combination is Apache Kafka with 
Spark, used in various works to leverage the complementary strengths of both tools [10, 34, 38, 41-42, 48-49, 53, 58, 62]. 
Other notable combinations include Kafka with Storm, which provides an efficient framework for real-time analytics [33, 
44, 63], and Kafka with Flink, which supports low-latency processing in IoT applications [46, 55, 64]. Furthermore, some 
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studies use a multi-tool setup combining Apache NiFi, Kafka, and Spark [45], or Apache Kafka, Spark, and Cassandra 
[52] to create a robust and adaptable pipeline for IoT data analytics. Alongside these tools, deployment architectures such 
as Fog-Cloud and Serverless Cloud Computing are also used to optimize IoT data processing. The Fog Cloud architecture, 
which distributes data processing between fog (edge) devices and centralized cloud servers, is demonstrated to support 
low-latency requirements in studies by [51] and [57]. In addition, [61] investigates Serverless Cloud Computing, which 
abstracts infrastructure management and automatically scales resources to meet variable data loads, demonstrating its 
flexibility and cost-effectiveness in IoT-driven big data analytics. Apart from all that, the Raspberry Pi is another option, 
a low-cost, general-purpose computer preferred for real-time edge processing because its compact size and local power 
enable it to run machine learning and control algorithms instantly at the data source, avoiding the latency of cloud-based 
processing [35].

7. Conclusion
In this study, a comprehensive review of existing methods is presented, emphasizing the importance of effective data 
processing architectures for real-time big data analytics generated by IoT devices. The study covers the challenges, 
techniques, and technologies encountered, with a particular focus on the intersection of IoT and Big Data Analytics. 
The study adopted a systematic review based on the PRISMA framework. The articles obtained through the research 
conducted with this methodology were also subjected to an inclusion process. In this way, a focused dataset consisting 
of 33 articles was obtained for further analysis. The study revealed that real-time analysis of data generated by IoT 
devices using big data analytics methods is crucial, especially in sectors such as healthcare and smart cities. The first of 
the most important challenges identified by the study is managing the large and continuous data flow generated by IoT 
devices. This challenge is exacerbated by resource constraints such as limited computational power and storage in IoT 
systems. The study highlights the need for scalable data processing architectures that can overcome these limitations 
while providing high performance and low latency. 

The study also discusses the limitations of existing IoT data analytics tools. While many tools are available, their 
effectiveness varies across different use cases. The study concludes that scalable solutions should be further explored, 
particularly in resource-constrained environments, and that security and privacy issues should be considered, as IoT 
systems often contain sensitive data.

Table 4. Classification of the articles based on tools and platforms.

Apache 
Kafka

Apache 
Spark

Apache 
Flink

Apache 
Storm

Apache 
NiFi

Apache 
Cassandra

Fog 
Cloud

Serverless 
Cloud

Raspberry 
Pi References #Articles

ü [39-40] 2

ü
[36, 37, 43, 
47, 50, 54, 

60]
7

ü [36, 56, 59] 3

ü [36] 1

ü ü

[10, 34, 38 
41-42, 48-
49, 53, 58, 

62]

10

ü ü [46, 55, 64] 3

ü ü [33, 44, 63] 3

ü ü ü [45] 1

ü ü ü [52] 1

ü [51, 57] 2

ü [61] 1

ü [35] 1
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